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Method for obtainin g a black box for performing decr y ption and encr yption ... 

US Pat. 7051005 - Filed Jan 13, 2000 - Microsoft Corporation 

Preferably, the input digital content 12. Preferably, each piece of digital ... 

12p) to be stored in the encryption/decryption key (KD) to be employed, ... 

Encrypting a digital object based on a ke y ID selec ted therefor 

US Pat. 6816596 - Filed Mar 15, 2000 - Microsoft Corporation 

As shown, the digital content 12 to be packaged (music, eg) is received in a ... 

content 12 in the memory 29c according to the encryption/decryption key ... 

Structural of di g ital ri g hts mana g ement (DRM ) system 

US Pat. 7024393 - Filed Jan 1 3, 2000 - Microsoft Corporation 

As shown, the digital content 12 to be packaged (music, eg) is received in a ... 

content 12 in the memory 29c according to the encryption/decryption key ... 

Specifying security for an element bv assi gning a scaled valu e ... 
US Pat. 6829708 - Filed Mar 15, 2000 - Microsoft Corporation 
20 Thereafter, an encryption filter 18c encrypts the encoded digital content 12 
in the memory 29c according to the encryption/decryption key (KD) specified ... 

Enforcement architecture and method for d i gital rights management 

US Pat. 7103574 - Filed Apr 12, 1999 - Microsoft Corporation 

As shown, the digital content 12 to be packaged (music, eg) is received in a ... 

to the encryption/decryption key (KD) specified in the dictionary 28, ... 

Di gital content distribution using web broadcasting services 
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US Pat. 7213005 - Filed Jan 20, 2000 - International Business Machines Corporation 
91 92 1 1 3 (eg song or album) names along with the projected used to re-encrypt 
the Content ... 113 encryption key, the new SEAL key, the Secret User Key, ... 

Digital license and method for obtaining/providing a digital license 

US Pat. 7136838 - Filed Jan 13, 2000 - Microsoft Corporation 

Preferably, the input digital content 12. Preferably, each piece of digital ... 

12p) to be stored in the encryption/decryption key (KD) to be employed, ... 

Method and apparatus to indicate an encoding status for digital content 

US Pat. 7269564 - Filed Nov 30, 1998 - International Business Machines Corporation 
A random Symmetric Key (Secret User Key) is also generated for use in protecting 
song encryption keys in the License Database 197. The 5 Secret User Key ... 

Multimedia player toolkit for electronic content delivery 

US Pat. 7206748 - Filed Dec 10, 1998 - International Business Machines Corporation 
Digital Content Provider(s) such as Hollywood 15 studios, concerned about the 
.... This new encrypted Seal Key is now stored in the License Database 107. ... 
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Information processor and information processing 
method 

US Pat- 6728379 - Filed Jun 28, 1999 - Sony Corporation 

At step (2), the controller 120 reads from the HDD 1 10 the content Kce(Cont) 

encrypted by the content encryption key Kce and 15 transmits it to a content ... 



Content processin g s ystem 

US Pat. 6834346 - Filed Mar 28, 2000 - Sony Corporation 

The watermark embedding section 36 of the receiving 24 and the contents key 

encryption section 25 are constituted tents data wim respect to me audio data ... 

Processing method and a pparatus for e ncr ypted data transf er 
US Pat. 6792539 - Filed Mar 14, 2000 - Sony Corporation 
Thus, the encryption blocks are stored consecutively in flash memory 34 in the 
order of ... ATRAC is the coding and compressing method used in MiniDisk®, ... 

Information processing method and apparatus and program storage medium for ... 

US Pat. 7249106 - Filed Dec 24, 1999 - Sony Corporation 

By performing the encryption processing not only by the 15 personal computer 1 

... that a master key KM is pre-stored in the non-volatile memory 61 of the ... 

Nonvolatile memory 

US Pat. 6212097 - Filed Mar 23, 2000 - Sony Corporation 

The security block has a DBS (Data Encryption Standard) encrypting circuit. ... 

and a session key with the memory card that has the DBS encrypting circuit. ... 

Information processing system 

US Pat. 72371 12 - Filed Mar 30, 2000 - Sony Corporation 

The encryption key, generated based on the random numbers, generated by ... 

the pre-set encryption key stored previously in the non-volatile memory 34 in ... 

Information processing device and method, and program storage medium 

US Pat. 7266202 - Filed Feb 17, 2000 - Sony Corporation 

The encryption key may be a one formed based on a random number generated ... 
using a predetermined save key stored in the nonvolatile memory 34 and by 55 ... 



Information processing apparatus, information processing method, information ... 

US Pat. 7127612 - Filed Oct 1, 1999 - Sony Corporation 

The encryption block 24 once encrypts the content key Kco decrypted by the ... 

and supplies the encrypted content key to the memory controller 22. ... 



System for distributing music data files between a server and a client and ... 

US Pat. 6691149 - Filed Mar 30, 2000 - Sony Corporation 

The security block has a DBS (Data Encryption Standard) encrypting circuit. ... 

a session key with the memory card 40 that has the DBS encrypting circuit. ... 

Data processing system and method for mutual identification between apparatuses 
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US Pat 6799273 - Filed Mar 14, 2000 - Sony Corporation 

Thus, the encryption blocks are stored consecutively in flash memory 34 in the 

order of ... ATRAC is the coding and compressing method used in MiniDisks®, ... 

Reproducing apparatus and reproducing method 

US Pat. 6807024 - Filed Mar 23, 2000 - Sony Corporation 

The security block has a DBS (Data Encryption Standard) encrypting circuit. ... 

a session key with the memory card 40 that has the DBS encrypting circuit. ... 

Editing apparatus and editing method 

US Pat. 7089271 - Filed Mar 24, 2000 - Sony Corporation 

DBS encrypting circuit 22 may also share an authenticating process and a session 

key with memory card, which, as described above, comprises its own DBS ... 

Non-volatile record medium, recording method, and recording apparatus 
US Pat. 6985584 - Filed Mar 27, 2000 - Sony Corporation 
The security block has a DBS (Data Encryption Standard) encrypting circuit. ... 
a session key with the memory card 40 that has the DBS encrypting circuit. ... 

Information record/reproduction device, information record/reproduction ... 

US Pat. 6496898 - Filed Aug 27, 1999 - Sony Corporation 

A key entry operating section 36 (including selector section 4 of FIG. ... 

The encoder 22 performs encryption processing (parity addition and interleave ... 

DATA DISTRIBUTION SYSTEM, DATA DISTRIBUTION METHOD, PORTABLE TERMINAL WITH ... 

US Pat. 71 1 3927 - Filed Oct 6, 1999 - Victor Company of Japan, Limited 

... the process of scrambling means a memory 130, a formatting circuit 140, an 

identification 65 process of exclusive OR by using an encryption key. signal ... 
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Single-document active user interface, method and 

system for implementing same 

US Pat. 6192381 - Filed Oct 2, 1998 - MEGG Associates, Inc. 

... accurate, and complete case report-writing capability, no matter where they are. 

... Optionally, the officer may also use a scanner or digital camera to ... 



Dual smart card access control electronic data stora ge and retr ieval sy stem ... 

US Pat. 5979773 - Filed May 12, 1997 - American Card Technology, Inc. 

4 shows a system embodiment applicable to an authorized Driver's License ... 

13 depicts the multiple data fields layering capability of a dual card system. ... 

S ystem for controlling ac cess and distribution of digital property 

US Pat. 5933498 - Filed Nov 5, 1997 - MRJ, Inc. 

License fees and restrictions imposed by the owner of a work are inherited ... 
This system provides a similar capability to authenticate extracts (quotes) ... 

Real-time programming method 

US Pat. 6438573 - Filed Oct 9 f 1996 - Iowa State University Research Foundation, Inc. 
REAL-TIME PROGRAMMING METHOD The US Government has a paid-up license in ... 
but future high- performance Java systems will have the capability of trans- go ... 

Flexible architecture for image processing 

US Pat. 6400471 - Filed Feb 11, 1999 - FlashPoint Technology, Inc. 

A significant advantage to digital cameras is that users then have the capability 

to manipulate the image data in a number of ways. ... 

Information processing apparatus with multitasking capability 

US Pat. 6662239 - Filed Apr 15, 1998 - Intellectual Science and Technology 

INFORMATION PROCESSING APPARATUS WITH MULTITASKING CAPABILITY This is a division 
of US ... thus forming a series of Os and Is for digital storage of data. ... 

Network arrangement for smart card applications 

US Pat. 7010701 - Filed Oct 19, 1999 - SBC Properties, LP. 

35 The card memory also preferably includes a users "certificate" or "digital 

signature" as well as encryption capability for security. FIG. ... 

Computerized resource name resolution mechanism 
US Pat. 5944793 - Filed Feb 13, 1997 - International Business Machines Corporation 
Software license availability 7. Cumulative performance metrics 8. ... Without this 
capability, existing systems must foresee all load changes and add ... 

Cable television audio messaging systems 

US Pat. 5825407 - Filed Feb 26, 1996 - Albrit Technologies Ltd. 

Technical developments relating to digital data compression and multiplexing of 

... as a condition for an FCC license must have a human operator on duty, ... 
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